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I hope this tutorial will help you configure monitoring IPCop Router via Nagios’s NRPE. I spent much 
time to figure out how to do this, I asked for help people from http://support.nagios.com and this 
helped me a lot. If you have questions mail me: thor1990.03.15(at)gmail(dot)com – Polish and 
English preffered. 

1. IPCop 

A. NRPE Addon instalation. 
First of all we need to download nrpe addon for IPCop3. You can use also the one                   

I’ll give you with this manual4. You need to put it to your IPCop Router (eg. via 

WinSCP) or the way you like. First of all we need to unpack arch: 

tar xzf nrpe-ipcop-2.15.tar.gz 

 

next we must enter the dir witch installation files, type: 

cd nrpe-ipcop-2.15/ 

 

the installation process is the simplest as it can be, you need to type only: 

./install -i5. 

 

 
 

 
 

B. NRPE configuration. 
After we install nrpe-ipcop plugin we need to do a few things to make it work. All 

files we can find at /var/ipcop/addons/nrpe/ 

a. nrpe.cfg 

type cd /var/ipcop/addons/nrpe then edit nrpe.cfg file, I prefer vi(m). Type 

vi nrpe.cfg. 

server_port=5666 – default port for Nagios „conwersation” ;) 

serwer_address=192.168.1.1 – defaul IPCop has two networc cards – RED 

(public IP from ISP) and GREEN (local network – LAN). In our company we 

                                                           
3
 http://ipcop.stankowic-development.net/ 

4
 Note that the day I write this manual (31.03.2014) actual version of NRPE plugin was 2.15. 

5
 If we want deinstall it, we need to put: ./install -u 

http://support.nagios.com/
http://ipcop.stankowic-development.net/


have VPN configured between our IPCops so I added there our local IP (IP 

GREEN card like 192.168.1.1, 192.168.2.1, etc.). 

allowed_hosts=127.0.0.1 – we need to put here IP of Nagios’ Server 

otherwise IPCop won’t allow for comunication. 

Debug=0 – if we put 1 then we enable debug mode – logging 

Command[check_<command-name>]=/place/where/command/file/is –

arg1 –arg2, (etc). – here we can add our commands with plugins for what 

we want checking. 

When we finish, we have to save settings and close nrpe.cfg file, jus type 

:wq [Return]. 

 

b. iptables 

We need allow Nagios  for connect to our IPCop Router, to do this we have 

to add one line for iptables. Type vi /etc/rc.d/rc.firewall and find section 

iptables_init() { go to end of it (before } iptables_red() {) and add: 

#NRPE 

/sbin/iptables -I INPUT -p tcp -m tcp --dport 5666 -j ACCEPT 

Save and exit this file (:wq [Return]) 

 
 

To make changes tak effect we can restart whole router (reboot) or we can 

type /etc/rc.d/rc/firewall restart 

 

c. /etc/services 

Open file /etc/services and make sure you have nrpe 5666/tcp port added 

(it schould be added by nrpe-ipcop plugin instalator), open it                                  

vi /etc/services  and type /5666 (/ - search, XZY – value we’re looking for). 

At the end of file we should have  

 
 

C. External plugins for monitoring (cpu/mem/hdd usage, software 

RAID monitoring). 
I’ll show how to configure some interesting plugins (I also added them with this 

procedure). Before we start adding command we need put the plugins for plugins 

directory and make them executable6: 

Copy: 

cp check_cpu.sh /var/ipcop/addons/nrpe/plugins/ 

cp check_mem.pl /var/ipcop/addons/nrpe/plugins/ 

                                                           
6
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cp check_raid /var/ipcop/addons/nrpe/plugins/ 

 

  



Executable attributes: 

chmod +x /var/ipcop/addons/nrpe/plugins/check_cpu.sh 

chmod +x /var/ipcop/addons/nrpe/plugins/check_mem.pl 

chmod +x /var/ipcop/addons/nrpe/plugins/check_raid 

 
 

check_disk is default plugin added with nrpe-ipcop addon so we do not need do 

these operations for it. 

 

We can run those plugins and check if they’re returning good values: 

cd /var/ipcop/addons/nrpe/plugins/ 

a. check_cpu.sh 

when we run ./check_cpu.sh we’ll get error – bc: command not found.  

 
 

We need add bc to /usr/bin and make it executable: 

cp ~/bc /usr/bin 

chmod +x /usr/bin/bc 

 

 
 

Lets try again ./check_cpu.sh 

 
 

Of course this addon can handle warning ang critical arguments (-w value     

–c value): 

 
 

b. check_mem.pl 

Type ./check_mem.pl –w <value> -c <value> 

 
 



c. check_raid7 

Type ./check_raid. We’ll get error ;)  

„Can't locate IPC/Open2.pm in @INC (@INC contains: 

/usr/lib/perl5/site_perl/5.14.2/i486-linux /usr/lib/perl5/site_perl/5.14.2 

/usr/lib/perl5/5.14.2/i486-linux /usr/lib/perl5/5.14.2 .) at ./check_raid line 

372. 

BEGIN failed--compilation aborted at ./check_raid line 372”. We have to do 

two things: 

1. create IPC directory at /usr/lib/perl5/site_perl/<perl_version>/i486-

linux/ and add it 755 mask. 

mkdir /usr/lib/perl5/site_perl/<perl_version>/i486-linux/IPC 

 
 

2. Copy two files to IPC directory: Open2.pm and Open3.pm8 

cp ~/Open2.pm /usr/lib/perl5/site_perl/5.14.2/i486-linux/IPC 

cp ~/Open3.pm /usr/lib/perl5/site_perl/5.14.2/i486-linux/IPC 

 
 

Now when we type ./check_raid we’ll get informations about software 

RAID910. 

 
 

d. check_disk 

Type ./check_disk –w <value> -c <value>  

 
 

You’ll get informations about all disk, if you want get informations about 

specific disk you’ll have to type: 

 ./check_disk –w <value> -c <value> -p path (or –x device) 
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 Nagios can handle software RAID checking. This plugin can get informations about hardware RAID but Nagios 
returns UNKNOWN: dmraid[Plugin error]. At the end of this file I added screens from test alerts send via e-mail. 



Now we need add some commands definitions at nrpe.cfg file. Open it and add what 

you want. 

vi /var/ipcop/addons/nrpe/nrpe.cfg 

 

Add some commands 

command[check_sw_raid]=/var/ipcop/addons/nrpe/plugins/check_raid 

command[check_/]=/var/ipcop/addons/nrpe/plugins/check_disk -w 20% -c 10% -p 

/dev/md0 

command[check_/var/log]=/var/ipcop/addons/nrpe/plugins/check_disk -w 20% -c 

10% -p /dev/md1 

command[check_mem]=/var/ipcop/addons/nrpe/plugins/check_mem.pl -w 98 -c 99 

command[check_cpu]=/var/ipcop/addons/nrpe/plugins/check_cpu.sh -w 50 -c 85 

 

Save and close nrpe.cfg file (:wq [Return]). 

 

D. Run NRPE daemon 
After installation in /etc/rc.d/ directory was created file rc.nrpe. If we want run NRPE 

daemon we need type /etc/rc.d/rc.nrpe start (srop|restart). Now we need check if is 

it working, type ps aux |grep nrpe we should see information that NRPE is working. 

And we need to know if IPCop is listening at 5666 port – netstat –an |grep 5666. 

 
 

  



2. Nagios Server 

A. Test if everything is working. 

a. check_nrpe 

When we’re logged in Nagios Serwer via ssh we can check if Nagios Server 

is capable to connect to monitored IPCop Router. All we have to do is type 

/usr/local/nagios/libexec/check_nrpe –H <IP of IPCOP> and we should get 

„NRPE v2.15”. 

 
 

b. check_nrpe with check_command 

We can check if our commands working correctly before we start adding 

IPCop host to our Nagios configuration file. Type 

/usr/local/nagios/libexec/check_nrpe –H <IP of IPCOP> -c 

<check_command>. 

 

It’s important thar <check_command> is the same as 

command[check_command] in nrpe.cfg file at IPCop Router!  

For example, if we declader (at IPCop Router in nrpe.cfg file): 

Command[check_sw_raid]=/path/to/check/command/addon/check_raid 

we need to type at Nagios: 

/usr/local/nagios/libexec/check_nrpe –H <IP of IPCOP> -c check_sw_raid. 

 
 

B. Host/Service configuration. 
Now we need add our IPCop Router to be monitored by Nagios Serwer. Note that 

linux-box is template created by me. You may be willing using default linux template. 

 

# tmp 

define host{ 

        use                     generic-host 

        name                    linux-box 

        register                0 

        check_period            24x7 

        max_check_attempts      1 

        normal_check_interval   5 

        retry_check_interval    1 

        contact_groups          admins 

        check_command           check-host-alive 

        notification_interval   30 

        notification_period     24x7 

        } 

 



a. Host configuration. 

Open file where you want store your IPCop Router declarations. This is 

example of my host declaration: 

 

define host{ 

        use                     linux-box 

        host_name               router-wa-vectra 

        alias                   Lacze Vectra TAIWA 

        address                 172.17.24.3 

        icon_image              ipcop.png 

        statusmap_image         ipcop.png 

        parents                 Srv Switch 

        } 

b. Service configuration. 

At the same file add declaration for service(s) to be monitored by Nagios 

Server. This is example of my services declarations: 

 

# Monitoring Software RAID at Linux Servers 

define service{ 

        use                     local-service 

        host_name               localhost, router-wa-vectra 

        service_description     SW RAID Status 

        check_command           check_nrpe!check_sw_raid 

        notifications_enabled   1 

        flap_detection_enabled  0 

        active_checks_enabled   1 

        passive_checks_enabled  0 

        } 

 

# Monitoring HDD partitions 

# / 

define service{ 

        use                     local-service 

        host_name               domena-wa, localhost, router-wa-vectra 

        service_description     / 

        check_command           check_nrpe!check_/ 

        notifications_enabled   1 

        flap_detection_enabled  0 

        active_checks_enabled   1 

        passive_checks_enabled  0 

        } 

 

  



# /var/log - IPCop 

define service{ 

        use                     local-service 

        host_name               router-wa-vectra, ipcop-test 

        service_description     /var/log 

        check_command           check_nrpe!check_/var/log 

        notifications_enabled   1 

        flap_detection_enabled  0 

        active_checks_enabled   1 

        passive_checks_enabled  0 

        } 

 

#  Memory Usage 

define service{ 

        use                     local-service 

        host_name               localhost, domena-wa, router-wa-vectra 

        service_description     MEM Usage 

        check_command           check_nrpe!check_mem 

        notifications_enabled   1 

        flap_detection_enabled  0 

        active_checks_enabled   1 

        passive_checks_enabled  0 

        } 

 

# CPU Usage 

define service{ 

        use                     local-service 

        host_name               localhost, domena-wa, router-wa-vectra 

        service_description     CPU Usage 

        check_command           check_nrpe!check_cpu 

        notifications_enabled   1 

        flap_detection_enabled  0 

        active_checks_enabled   1 

        passive_checks_enabled  0 

        } 

 

After we do everything, we need to check Nagios configuration and restart 

service. 

/usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg 

service nagios restart 

 

  



Now we should be able to see IPCop and monitored services in our Nagios 

WWW Console. 

 
 

 
 

C. RAID notifications. 
 

RAID CRITICAL 

 
 

  



RAID WARNING 

 
 

RAID OK 

 


