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Action Notes

password: <other options as "nullok"> remember=5 minlen=6 _

Add the following line to the file /etc/pam.d/system_auth :

password  required pam_cracklib.so retry=3 debug ucredit=-
1 dcredit=-1 ocredit=-1 lcredit=-1

Add the following line in /etc/pam.d/ system_auth:

Action Notes

auth  required  pam_tally.so onerr=fail no_magic_root _

Add the following line in /etc/pam.d/system_auth:

Action

account required  pam_tally.so deny=6 reset no_magic_root
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3.3.1 BIOS and Boot Loader
Enhanced security for the BIOS and the boot loader can prevent
unauthorized users who have physical access to your systems from booting
from removable media or attaining root through single user mode.

Action

Configure BIOS setup password to prevent booting off of a diskette
or CD-ROM (Because the methods for setting a BIOS password vary
between computer manufacturers, consult the manual for your
computer for instructions)

Configure The system to demand a password for entering into single
mode:

Edit the inittab to reflect the following change:

Id:3:initdefault:

ait:/sbin/sulogin

The system SHALL demand a password to enter the grub,
boot loader.

Run:
N
/sbin/grub-mds-crypt

Add the following line after the timeout line in the file
/boot/grub/grub.conf:

password ~md5 <password-hash>

anio

Set the timeout period:
Add the following line to /boot/grub/grub.conf:

timeout=30

/boot/grub/grub.conf need to be readable only for root.

7boot/grub/grub.conf file need to be configured with
immutable bit.
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The system shall demand a password to enter the lilo boot
loader.

Add the following lines before the image stanza in the file
/etc/lilo.conf:

restricted

password=<password>

Set the timeout period:

Add the following line to /etc/lilo.conf:

timeout=30
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N Jetc/lilo.conf need to be protected to be readable only for
root user.

/etc/lilo.conf file need to be configured with immutable bit.

3.3.2 R*services and .rhosts files
The r* services (rsh, rexec, etc.) are vulnerable to IP spoofing attacks and
may allow an attacker the ability to execute commands on the server by
using their trust options (using ~.rhosts files).

Action

Find and delete all .rhosts files.

/etc/securetty is owned by root user and group

Only root should be able to edit the /etc/securetty file

Setimmutable bit to the /etc/securetty file

Disable of the shell/rsh/login/rlogin/rexec services is part of the
xinetd.d session

3.3.3 FTP
FTP protocol is unencrypted, this means that passwords and other data
transmitted during the session can be captured by sniffing the network,
and that the FTP session can be hijacked by an external attacker

Note: Any directory writable by an anonymous FTP server should probably
have its own partition or have a quota limitation. This helps prevent a
compromised FTP server from filling a hard drive used by other services.
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Make sure the /etc/ftpusers file exist, if not create it

'Add the following users to /etc/ftpusers file:

root
‘daemon
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e sshd

Add more users to the /etc/ftpusers file if they shouldn't use the
FTP service

Only root should be able to change /etc/ftpusers
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OpenSSH is a popular free distribution of the standards-track SSH protocols
‘which has become the standard implementation on Linux distributions. For
more information on OpenSSH, see www.openssh.org. The settings in this
section attempt to ensure safe defaults for both the client and the server.
Specifically, both the ssh and the sshd server are configured to use only SSH
protocol 2, as security vulnerabi s have been found in the first SSH
protocol.

Action

Install SSH package if not already installed

Configure sshd_config with the following settings:
Port 22
Protocol 2
ServerKeyBits 1024
LoginGraceTime 600
KeyRegenerationinterval 3600
PermitRootLogin no
IgnoreRhosts yes
IgnoreUserknownHosts yes
StrictModes yes
X11Forwarding no
SyslogFacility AUTH
LogLevel INFO
RhostsAuthentication no
RhostsRSAAuthentication no
RSAAuthentication yes

PasswordAuthentication yes
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PermitEmptyPasswords no
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PrintMotd yes

AllowTcpForwarding no

The file sshd_config should be owned by root:root

The file sshd_config should have 600 permissions
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3.4.2 xinetd.d
On Linux, xinetd has outpaced inetd as the default network superserver.
Most distributions have been using xinetd for some time, there are still
many servers that do run inetd.

After enabling SSH, it is possible to nearly disable all xinetd-based services,
since SSH provides both a secure login mechanism and a means of
transferring files to and from the system. The actions below will disable all
standard services normally enabled in the xinetd configuration.

Action

If all xinetd-based services are not needed disable xinetd
completely by stopping the xinetd service.

Disable telnet service (port 23)

Disable ftp service (port 21)
Disable amanda service (Port 10080)
Disable amandaidx service (Port 10082)

Disable cups service (Port 1179)

Disable dbskdkd-cdb service

Disable eklogin service (Port 2180)

Disable gssftp service (Port 21)

Disable vsftpd service (Port 21)
Disable wu-ftpd service (Port 21)

Disable imap service (Port 143)
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Disable imaps service (Port 993) _

Disable ipop3 service

Disable ipop2 service

Disable pop3s service

) I
Disable rlogin service (Port 513) _
Disable rsh service (Port 514) _
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Disable rexec service (Port 512)

Disable chargen/chargen-udp service (Port 19)

Disable daytime/daytime-udp service (Port 13)
Disable echo/echo-udp service (Port 7)
Disable finger service (Port 79)

Disable talk/ntalk service (Port 518)

Disable rsync service (Port 873)

Disable sgi_fam service

Disable time/time-udp service (Port 37)

Disable krb5-telnet service

Disable klogin service

Disable kshell service
Disable ktalk service

Disable krb5-telnet service

Disable krb5-telnet service

Disable krb5-telnet service

The file xinetd.conf should have 600 permissions

Set immutable bit to the xinetd.conf file

permissions on /etc/rc.d/init.d/* need to be set without write
permissions to ‘groups’ and ‘other’
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3. Hardening Procedures

3.1 User and Group accounts
Remove the following user accounts:
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Remove the following groups:

Check for more unused accounts and group and carefully delete them, if
you don't know the functionality of the account it is better to lock and set
/dev/null shell then delete it.
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3.2 Account and Password Policy
The operating system enables configuring the account policy by defining
different parameters. The configurations defined by default on the servers
usually provide a low level of information security, The following steps
needed to create suitable policy.

3.2.1 Generic Accounts
Generic account are an accounts which are being used by a number of
users, it is often means that the identity of the user which performed an
active action within the system is not clear and could be one out of many
people. Those kind of accounts are not recommended and shouldn’t be
used.

Delete generic accounts.

3.2.2 UID 0 accounts
An account which configured with UID 0 has root privileges.

Verify that no accounts are configured with UID 0.

The root group shall include only the root user.
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3.2.3 Root's home-dir
On some installation, root's home directory is configured as this
configuration may allow other users to read or even update root's files.

Action Notes

order to prevent this case, configure root's home directory to
"/root"

Move all "dot-files” to the new root's home-directory. _

3.2.4 Password Policy
Set the password Policy to the following:

Action Notes

Minimum password length shall be at least 6 chars. _

Password shall include at list 1 upper case character _
Password shall include at list 1 lower case character _
Password shall include at list 1 special character (Example: _
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Action Notes

password: <other options as "nullok"> remember=5 minlen=6 _

Add the following line to the file /etc/pam.d/system_auth :

password  required pam_cracklib.so retry=3 debug ucredit=-
1 dcredit=-1 ocredit=-1 lcredit=-1

Add the following line in /etc/pam.d/ system_auth:

Action Notes

auth  required  pam_tally.so onerr=fail no_magic_root _

Add the following line in /etc/pam.d/system_auth:

Action

account required  pam_tally.so deny=6 reset no_magic_root
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HRARS etc)

Password shall include at list 1 numeric character

User password shall be revoked after 90 days _
Password history shall be set to 10 days _

Al accounts shall be locked after 5 invalid login attempts from
telnet, SSH and login interfaces.

An automatic script shal run to release blocked accounts after 10
minutes of lockout.

Technical Details for password policy:

Verify\add the following lines to /etc/login.defs:

Action Notes

P om0 I

Edit the following line in /etc/pam.d/system_auth :





