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Stop messagebus
daemon

Stop netplugd daemon

D-BUS is first a library that provides one-to-one communication
between any two applications; dbus-daemon-1 s an application
that uses this library to implement a message bus daemon.
Multiple programs connect to the message bus daemon and can
exchange messages with one another.

netplugd is a daemon that responds to network link events from
the Linux kernel, such as a network interface losing or acquiring a
carrier signal.

Stop nsed daemon

Nscd is a daemon that provides a cache for the most common
name service requests.

Stop pand daemon

Stop pescd daemon

Stop psacct daemon

Blue Tooth netwotk tools

‘pescd is the daemon program for pesc-lite and musclecard
framework. It is a resource manager that coordinates
communications with smart-card readers and smart cards and
cryptographic tokens that are connected to the system.

The psacct package contains several utilities for monitoring
process activities
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Stop rdisc daemon

Stop restorecond
daemon

Stop saslauthd daemon

rdisc implements client side of the ICMP router discover protocol.
rdisc is invoked at boot time to populate the network routing
tables with default routes.

daemon that watches for file creation and then sets the default
SELinux file context

saslauthd is a daemon process that handles plaintext
authentication requests on behalf of the SASL library.

Stop setroubleshoot
daemon

SELinux Module

Stop smartd daemon

Stop winbind daemon

Stop postfix daemon

Self Monitor Analysis and Reporting Technology System. Monitor
you hard disk for failures.

Winbind is an nss switch module to map Windows NT Domain
databases to Unix.

Mail Server
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3.4.4 SNMP Service
The SNMP protocol is a management protocol that provides the ability to
audit and manage network devices remotely. A community name is the
identi ion string used in this service.

Action

Verify that the community strings which being used for SNMP
queries is not the default ("public”)

Disable the private (read-write) SNMP method.

'Add ACL to the snmp service and allow only the query server to
query the SNMP service.
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3.5.1 NFS
Network File System (NFS) is a network file system protocol allows a user

on a client computer to access files over a network as easily as if the
network devices were attached to its local disks. NFS, like many other
protocols, builds on the Open Network Computing Remote Procedure Call
(ONC RPC) system and need to be configured in a secured way.

Action Notes

Verify that /etc/fstab has "nosuid” option enabled on NFS mount
points.

Verify that "no_root_squash" option is not being used.

If possible allow only Read-Only permission to the mount point by
using "ro" option.
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¥ 3.5.2 setuid/gid files
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Action

‘The SUID need to be removed from allfiles under /bin /ust/bin
except the following files:

Iusr/bin/passwd
Jusr/bin/ssh
Jusr/bin/sudo
/bin/ping
/usr/bin/crontab
/bin/su
/usr/bin/agent_ctrl
Jusr/bin/wall
Jusr/bin/rcp

Find and remove suid/sgid bit from all other files on the file
system:

find / -perm ~4000 —print
find / -perm ~2000 —print
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Before removing suid/sgid bit make sure the permission is not
needed by the application.

If possible allow only Read-Only permission to the mount point by
using "ro" option.
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k 3.4.3 Boot services
Every system daemon that does not have a clear and necessary purpose on
the host should be deactivated. This greatly reduces the chances that the
machine will be running a vulnerable daemon when the next vulnerability
is discovered in its operating system.

It may be that services listed below will not exist on all installations — This is
anormal behavior. Please address the services which are listed below and
do exist on the server to be hardened.

Action

Stop apmd daemon an APM monitoring daemon, and works in conjunction with the
APM BIOS driver in the OS kernel. It can execute a command

(normally a shell script) when certain events are reported by the
driver, certain changes in system power status. When the
available battery power becomes very low, it can alert all users on





image2.png
the system using several methods

% | Stop canna daemon Japanese input system

Stop freewnn daemon | FreeWnn is a client-server based input system for Japanese input
system

Stop gpm daemon ‘A cut and paste utility and mouse server for virtual consoles.

Stop hpoj daemon HP printer driver

Stop innd daemon InterNetNews daemon

Stop irda daemon Infrared support

Stop isdn daemon Support for ISDN infrastructure

Stop kdcrotate daemon A script which rotates the list of KDCs in /etc/krbS.conf.

Stop lvs daemon Asservice for LVSM cluster

Stop mars-nwe daemon | a NetWare compatible file and printer server

Stop okiddaemon Printer Service.
daemon

Stop privoxy daemon Privoxy is a web proxy with advanced filtering capabilities

Stop rstatd daemon Server that returns performance statistics through RPC.

Stop ruserd daemon Server that returns information about users currently logged in.

Stop rwalld daemon ‘writes messages to users currently logged in. uses RPC.
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Stop rwhod daemon

Stop spamassassin
daemon

System-status server that maintains the database used by the
rwho and ruptime programs. Its operation is predicated on the
ability to broadcast messages on a network. As a producer of
information, rwhod periodically queries the state of the system
and constructs status messages, which are broadcast on a
network. As a consumer of information, it listens for other rwhod
servers' status messages, validates them, then records them in a
collection of files located in the directory /var/spool/rwho.
Messages received by the rwhod server are discarded unless they
originated at an rwhod server's port. Status messages are
generated approximately once every three minutes.

Anti-SPAM server

Stop nfs daemon

Network File Server, use to share files and directories. Use RPC.

Stop nfslock daemon

NFS Component

Stop autofs daemon

Stop ypbind daemon

Stop ypserv daemon

Stop yppasswdd daemon

autofs is a kernel-based automounter for Linux.

NIS server process , ypbind finds the server for NIS domains and
maintains the NIS binding information

NIS server process
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Stop portmap daemon

RPC Service

Stop smb daemon

Stop netfs daemon

Samba Server

Mounts and unmounts all Network File System (NFS), SMB (Lan
Manager/Windows), and NCP (NetWare) mount points.

Stop Ipd daemon Print Server
Stop apache daemon Web Server

Stop httpd daemon

Web Server

Stop tux daemon

Kernel based HTTP server

Stop snmpd daemon

SNMP server

Stop named daemon DNS Server
Stop postgresql daemon | Postgres SQL Server
Stop mysqld daemon mySQL database server.

Stop webmin daemon | Web based system administration tool.

Stop kudzu daemon

Linux hardware probing tool. This is a hardware probing tool run
at system boot time to determine what hardware has been added
or removed from the system.

Stop squid daemon

WEB proxy server

Stop cups daemon ‘A Printing service
Stop sendmail daemon | Sendmail is an e-mail transfer agent.

Stop ident daemon

Looks up TCP/IP connections and return the username of the
process user identification daemon for Linux, which implements
the Identification Protocol (RFC1413). This protocol is used to
identify active TCP connections.

Stop vncserver daemon

Stop arpwatch daemon

Starts a vnc server application.

keeps track of Ethernet IP address.
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Stop acpid daemon ACPID is a completely flexible, totally extensible daemon for
delivering ACPI events.

Stop anacron daemon | Anacron is a periodic command scheduler. It executes commands
atintervals specified in days. Unlike cron, it does not assume that
the system is running continuously.

Stop avahi-daemon Avahi is a fully LGPL framework for Multicast DNS Service
Discovery. It allows programs to publish and discover services and
hosts running on a local network with no specific configuration.

For example you can plug into a network and instantly find
printers to print to, files to look at and people to talk to.

Same as avahi-daemon

daemon
Stop bluetooth daemon | Bluetooth support
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Stop capi daemon

Stop dhep daemon

Stop conman daemon

Stop cpuspeed daemon

CAPI is a shortcut for Common-ISDN-API and defines an
abstraction layer for different ISDN protocols

DHCP D-BUS daemon (dhcdbd) controls dhclient sessions with D-
BUS, stores and presents

conman is a program for connecting to remote consoles being
managed by conmand.

Power management based CPU Speed control

Stop de_client daemon

Distributed session cache client

Stop de_server daemon

Distributed session cache server

Stop dovecot daemon
Stop dund daemon

Stop haldaemon daemon

Stop hidd daemon

Secure IMAP and POP3 server.
BlueZ Bluetooth dial-up networking daemon

HAL s used for discovering storage, networking, digital cameras,
and printers

Bluetooth HID daemon

Stop kdump daemon

Kdump is a kexec based crash dumping mechansim for Linux.

Stop lisa daemon

Stop mestrans daemon

Stop mdmonitor daemon

Stop mdmpd daemon

LiSa is a small daemon which is intended to run on end user
systems. It provides something like a "network neighbourhood”,
but only relying on the TCP/IP protocol stack, no smb or whatever.

mstrans provides an translation daemon to translate SELinux
categories from internal representations to user defined
representation.

‘manages sofware RAID

used to monitor multi-path devices (RAID) devices





