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3.6.1 General Networking requirements
Note: Bold Lines should be repeated for all Ethernet adapters.

Disable IP source routing:

Edit the /etc/sysctl.conf and add the following lines:
net.ipv4.conf.all.accept_source_route =0
net.ipv4.conf.lo.accept_source_route
net.ipvd.conf.eth0.accept_source_route =0
net.ipv4.conf.default.accept_source_route =0

Disable ICMP Redirect:

Edit the /etc/sysctl.conf and add the following lines:
net.ipvd.conf.all.accept_redirects
net.ipva.conf.lo.accept_redirects =
net.ipvd.conf.eth0.accept_redirects = 0
net.ipvd.conf.default.accept_redirects =0
net.ipv4.icmp_echo_ignore_broadcasts = 1
net.ipv4.icmp_echo_ignore_all
net.ipvd.conf.all.send_redirects =0
net.ipvd.conf.default.send_redirects =0
net.ipvd.conf.allsecure_redirects =0
net.ipvd.conf.default.secure_redirects =0
net.ipvé.conf.default.accpet_source_route =0

Disable the magic-sysrq key:
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Edit the /etc/sysctl.conf and add the following line
kernel.sysrq =0

Disable the packet forwarding option:

Edit the /etc/sysctl.conf and add the following line:
net.ipva.ip_forward=0

Enable the TCP SYN Cookie Protection:

Edit the /etc/sysctl.conf and add the following line:
net.ipva.tcp_syncookies = 1

Configure the system to ignoring broadcasts request:

Edit the /etc/sysctl.conf and add the following line:
net.ipv4.icmp_echo_ignore_broadcasts = 1

Enable bad error message Protection

Edit the /etc/sysctl.conf and add the following line:
net.ipv4.icmp_ignore_bogus_error_responses = 1
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3.7.1 General subjects

Install and start NTP service.

Note: NTP should be configured according to the company policy.

Edit motd/issue files to show a warning banner. See appendix A for

such a suggestion.

Setup an auto idle console logout time for 15 minutes by edit the
Jetc/profile file with the following line:

TMOUT=900
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3.5.3 Crontab
The following configuration settings with enable scheduling jobs with CRON
/ AT only to users which are listed in cron.allow and at.allow (White list
approach) — add users to the files in order to permit CRON / AT use.

Action

Verify /etc/cron.allow file exist and owned by root (600) _

Verify /etc/cron.deny file exist and owned by root (600)

Verify /etc/at.allow file exist and owned by root (600)

Verify /etc/at.deny file exist and owned by root (600)

If one of the above files does not exist ‘touch' the relevant file
(Make sure "root" is allowed to schedule crons by adding him to
the .allow files)
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3.5.4 File System Partitioning
By separating file systems into various partitions, you can fine tune
permissions and functionality. Doing so will provide you greater granularity
for permissions, as well as adding a layer of security .

In /etc/fstab restrict the following partitions

Partition Setting

defaults,nosuid,noexec,nodev 12

defaults,nosuid,noexec,nodev,ro 12
defaults,nosuid,nodev 12

<each removable media defaults,nosuid,nodev 12

mountpoint>

/dev/shm defaults,nosuid,noexec,nodev 00
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3.5.5 File system types
Removing support for unneeded filesystem types reduces the local attack
surface of the server. If these filesystem type is not needed, disable them.
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Add to /etc/modprobe.d/blacklist the modles you wish to block
blacklist driverName
List of recommended driver names to block:

Notes

blacklist Cramfs /etc/modprobe.d/blacklist
blacklist freevxfs /etc/modprobe.d/blacklist
blacklist jffs2 /etc/modprobe.d/blacklist

blacklist hfs /etc/modprobe.d/blacklist
blacklist hfsplus /etc/modprobe.d/blacklist

blacklist squashfs /etc/modprobe.d/blacklist
blacklist udf /etc/modprobe.d/blacklist
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3.5.6 Other file system security requirements
: Action

Only root need to have permissions to the /root directory.

The system need to prevent SUID and device files on removable
media via fstab file using the "nosuid” option.

The /tmp partition need to be mounted with the nosuid’ and acl
option set.

The /home partition need to be mounted with the 'nosuid" and acl
option set.

The /var/ partition need to be mounted with the ‘nosuid’ and acl
option set.

Executable files under /bin and /usr/bin MUST not have write
permissions.

The following files need to NOT be writable for group and for
other.

Jetc/passwd
Jetc/shadow
/etc/group
Jetc/gshadow

/etc/services file need to be immutable

File /usr/sbin/tcpdump need to have permissions only for the root
user.

File /etc/syslog.conf permissions need to be set without ‘other’
permissions.
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Non root users shouldn't be able to run the following applications:
halt
poweroff
reboot
xserver

The user environment variable “PATH” will NOT include the
current directory (i.e. . )

The user environment variable “LD_LIBRARY_PATH” will NOT
include the current directory (ie. .)

/etc/sysctl.conf owner need to be root.

Only root need to have write permissions to /etc/sysctl.conf.

The file /etc/sysctl.conf need to be immutable. _
The /var/log/wtmp files need to be owned by root. _
The /var/log/wtmp file need to be readable for root only (600). _





